





MSC/Circ.1111

ANNEX 1

GUIDANCE RELATING TO THE IMPLEMENTATION OF
SOLAS CHAPTER XI-2 AND THE ISPS CODE

GENERAL

1 The ensuing paragraphs are lifted frtme report of the Matime Security Working
Group (MSC 78/WP.13 and Add.1) at MSC 78 andcaresidered to be of valuable guidance for
the implementation of SOLAS chapter Xlakd the ISPS Code on relevant topics.

SECURITY MEASURES AND PROCEDURES TO BE APPLIED DURING SHIP/PORT INTERFACE WHEN
EITHER THE SHIP OR THE PORT FACILITY DO NOT COMPLY WITH THE REQUIREMENTS OF
SOLAS CHAPTER Xl-2 AND OF THE ISPS CoDE

Ships
2 The Committee considered the security measures and procedures to be applied during
ship/port interface when either the ship or the fpacility do not comply with the requirements
of chapter XI-2 and of the ISPS Code.
3 The Committee recalled pagraph B/9.51 of the ISPS Cogéich recommends that the
ship security plan (SSP) should establish detaith®fprocedures and security measures the ship
should apply when:
i it is at a port of a State whichnist a Contracting Government;

2 it is interfacing with a ship tehich the ISPS Code does not agply

3 it is interfacing with a fixé or floating platform or a mobile drilling unit on
location; or
4 it is interfacing with a port or port faity which is not required to comply with

chapter XI-2 and pa# of the ISPS Code;

and thus considers that guidanicethis respect, is only requiretbr those ships which have not
already included appropriate provisiaonghis end in the approved SSP.

4 The Committee decided to recommend that in such cases, if the ship’s approved SSP does
not already include provisiores recommended in paragrapt® B/ of the ISPS Code, the ship
should attempt to conclude, if pdsigi, a Declaration of Security to take the following action:

Refer to further work by the International Maritime Organization pertaining to Enhancement of maritime
security and to Establishment of appropriate meastareenhance the securityf ships, port facilities,
mobile offshore drilling units on location and fixed and floating platforms not covered by chapter XI-2 of
the 1974 SOLAS Convention, adopted by theD2(BOLAS Conference on Maritime Security by
resolutions 3 and 7 respectively.
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A1 record the actions taken by the Comp&ecurity Officer (CSO) and/or Ship
Security Officer (SSO) to establish contagth the Port Facility Security Officer
(PFSO), and/or any other persons respongdriehe security of the port, ship or
platform being interfaced;

2 record the security measures and ptaoces put in place by the ship, bearing in
mind the security level set by the @distration and @y other available
security-related information; and completed sign, on behalf of the ship alone, a
Declaration of Security;

.3 implement and maintain the security measures and procedures set out in the
Declaration of Security throughotite duration of the interface;

4 report the actions taken to the CSO and through the CSO to the Administration;
and

5 request the CSO to inform the authositresponsible for the exercise of control
and compliance measures (regulation XI}28d the PFSO(s) at the next port(s)
of call of the difficulties the ship expenced and of the actions the ship itself
took.

5 The Committee recognized thastap should be able to addeemost of the ship security
activities required by sectioW'7 of the ISPS Code.

6 In addition the Committee recognized that ortate occasions and, in particular, when a
ship is required to call at a port of a State whichasa Contracting Government, the ship may
be unable to identify the person responsible for dueisty of that port or to conclude with such

a person a Declaration of Security.

Security concerns

7 The Committee also considered the case wdasiep has concerns about the security of a
port facility, which is supposed to operate in ademce with an approve®lort Facility Security
Plan (PFSP).

8 In this respect the Committee decided to difagvattention to the fact that certain of the
security measures may be of a covert matand may not be eagilidentified. Thus, the
Committee recommended that the ship, as adtegt, should contact the PFSO and discuss the
matter.

9 The Committee recalled the provisions dragraph B/4.16 of the ISPS Code and
recommends that the procedure referred thesbiould be followed. If no remedial action is
agreed between the Contracting Governmentserned, the Committee recommends that the
ship, in the absence of any specific provision8hi® end in the ship’s approved SSP, may either
request a Declaration of Security or shoultofe the steps outlined in paragraphs 3.1 to 3.4
above.
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Port Facilities

10 The Committee recalled paragraph B/16.56 of the ISPS Code which recommends that the
PFSP should establish details of the procedunessacurity measures the port facility should
apply when:

i it is interfacing with a ship which hagdn at a port of a State which is not a
Contracting Government;

2 it is interfacing with a ship to vidh the ISPS Code does not apply; and

3 it is interfacing with fixed or floatinglatforms or mobile offshore drilling units
on location;

and thus considers that guidanzpnly be required with respt to those port facilities which
have not already included appropriate psavmis to this end in the approved PFSP.

11 The Committee decided to recommend #sasoon as the PFSO becomes aware of the
intended arrival of a ship whidhk required to comply with the requirements of chapter XI-2 and
of part A of the ISPS Code, which has beem iport of a non-Contracting Government, or of a

ship which is flying the flag of a State whigh not a Contracting Government, he/she should

contact the authorities responsible for tegercise of control and compliance measure

(regulation XI-2/9) and the authorities whiapproved the PFSP and seek their advice and
guidance.

SHIP CONSTRUCTION , CONVERSION AND REPAIR YARDS

12 Ship construction, conversion and repair ggshipyards) are not specifically referred to
in chapter XI-2 or the ISPS Code. However, thegy be located adjacent to port facilities and
their activities may have an impact on the secuwiftguch port facilities or on the security of
ships using such port facilitiesShipyards may also interface wihips, which may be required

to comply with the ISPS Code.

13 The designation of shipyards as distinct pactlities is a matter to be considered by the
Contracting Government (or the Designated Autipiwithin whose territory the shipyard is
located. The designation may depend on local cistantes and the reswit the Port Facility
Security Assessment (PFSA) of the shipyardlfiter of the PFSAs relating to adjacent port
facilities. If a shipyard is designated agart facility a PFSO shlabe appointed and the
Contracting Government (or the Designatedhduity) shall approve the shipyard’'s PFSP.

14 A ship under construction is thoonsidered to ba ship, in the conté»of chapter XI-2
and of part A of the ISPS Codentil the relevant statutory certfites have been issued. This
includes the preparation of the ship’s Shipc&ity Assessment (SSA), the preparation and
approval of the SSP, the verification of the impdatation of the ship’s security measures and
procedures and the issue ofetlship’s International Ship Security Certificate (ISSC), or
alternatively the verification of the requiremgtgading to the issue of an Interim ISSC.

15 When a ship is under constiioa, the security of the shijg the responsility of the

shipyard. Once the ship receives its ISSC (terim ISSC) the ship will have to comply with
the provisions of its [approved] SSP. Thisym@quire the CSO and/dhe SSO to discuss
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security measures and procedures with thpysind, irrespective of whieer the shipyard has a
PFSO or not. This may lead to an agreenmmtthe respective responiitiles for security
measures to protect the ship which in tunmay involve the conclusion of a Declaration of
Security.

16 The position of ships under conversion or epdl depend on the approach the ship’s
Administration takes regarding éhsuspension or revocation tfe certificates of the ship,
including the ISSC, and, in pram#, the extent to which th&hip’s personnel remains on board
and retains the capiity to exercise their duties under ti&SP. If the certifiates of the ship,
including the ISSC, are suspended or revoked, reg@plitysfor the security of the ship would in
practice rest with the shipyard and may require conclusion of an agreement between the
owner and the shipyard. If the nature of the mspmeans that all, or part, of the shipboard
personnel remains on board and dteetificates of the ship, incluty the ISSC, have not been
suspended or revoked, the sharing of securityoresibilities between thghip and the shipyard
will have to be agreed and this may invotkie conclusion of a De&tation of Security.

17 The approach taken to the sdguof ships undertaking seadls is the responsibility of

the State whose flag the ship is flying at the twhés trials. Some form of security assessment
should be undertaken in respectloé ship and security measures and procedures put in place for
the duration of the trials to the satisfaction of the relevant State.

FPSGOs ANDFSUs

18 The Committee recalled that MSC 77 decitieat neither of the two types of floating

production, storage and offloadingits (FPSOs) and floating séme units (FSUs), were ships

subject to the provisions of $@S chapter XI-2 and of paA of the ISPS Code, but, however,

they should have some security procedurgddne to prevent “contamination” of ships and port
facilities which are required to comply with tpeovisions of chapter XI-2 and of part A of the

ISPS Code. This decision is reflected in gaagh 3 of MSC/Circ.1097 on Guidance relating to
the implementation of SOLAS chapter XI-2 and the ISPS Code.

19 MSC/Circ.1097 offers no advice as to the 8pmesecurity measures or procedures that
should be taken by a ship which is required tmpgly the provisions 06OLAS chapter XI-2 and

of part A of the ISPS Code (SOLAS ship) wheglsa ship is engaged in ship-to-ship activities
with either an FPSO or an FSUf a SOLAS ship interfacewith an FPSO or an FSU it is
deemed to be equivalent to interfacing wahnon-SOLAS ship. The SOLAS ship’s Ship
Security Plan should contain security measuned procedures covering such an interface as
recommended in paragraph B/9.51 of the ISREeC This could include the conclusion of a
Declaration of Security with the FPSO or FStdicating the security measures each ship
undertook during the interface.

20 As FPSOs and FSUs operate part of offshore oil production facilities, it can be
expected that the State on whose continentdf sh within whose Exalsive Economic Zone the
activity is being undertaken will have developsgupropriate security measures and procedures
under its national law to prett its offshore activities.

21 Conference resolution 7, adopted by tB002 SOLAS Conference, in operative
paragraph 1, invites Contracting Governmentsdiablish, as they may consider necessary, and
to disseminate, as they deem dippropriate measures to enhatieesecurity of ships and of port
facilities other than those covered by SOLAS ¢baepI-2. This invitation covers both FPSOs
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and FSUs and Contracting Governments will berranof the need to avoid contamination of
SOLAS ships interfacing witeuch non-SOLAS ships.

THE LAST 10 CALLS AT PORT FACILITIES
22 The Committee agreed thihe requirements under regiites XI-2/9.2.1.3, XI-2/9.2.1.4,

XI1-2/9.2.1.5 to keep records of past calls att pacilities and ship-to-sh activities commence
on 1 July 2004 and only apply to calls madeadtvities undertaken, aor after that date.

*kk
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ANNEX 2

RESOLUTION MSC.159(78)
(adopted on 21 May 2004)

INTERIM GUIDANCE ON
CONTROL AND COMPLIANCE MEASURES
TO ENHANCE MARITIME SECURITY

THE MARITIME SAFETY COMMITTEE,

RECALLING that regulation XI-2/9 of the tarnational Convention for the Safety of
Life at Sea, 1974 (hereinafter referred to as“tonvention”), entitledControl and Compliance
Measures, provides for the controlsifips already in a port and fihe control of ships intending
to enter a port of another Coatting Government to the Convention,

RECALLING ALSO that the Conference Qontracting Governments to the Convention
which adopted Special Measures to emearMaritime Security has also adopted, on
12 December 2002, Conference resolution 3 whicloperative paragraph 1(c) invited the
Organization to consider the need and, if seaey, develop further guidance on control and
compliance measures on aspects other than theselpladdressed in pdtof the International
Ship and Port Facility Security (ISPS) Cdtiereinafter referred tas the “ISPS Code”),

ACKNOWLEDGING the need to supplemenetiguidance, which is presently provided
in paragraphs B/4.29 to B/4.46 tie ISPS Code in relation tihe exercise of control and
compliance measures envisaged gutation XI-2/9 of the Convention,

RECOGNIZING that the consistent, uniforand harmonized implementation of the
control and compliance measures will contrittote@ards the enhancement of maritime security,

HAVING CONSIDERED the recommendatiord the Sub-Committee on Flag State
Implementation at its twelfth session,

1. ADOPTS the Interim Guidance on Contrahd Compliance Measures to enhance
Maritime Security (hereinafter referred to as “theerim Guidance”) set out in the Annex to this
resolution;

2. INVITES SOLAS Contracting Governmentshen exercising control and compliance
measures pursuant to the provisions of rdgraXI-2/9 of the Convention to apply the
aforementioned Interim Guidance;

3. URGES SOLAS Contractingdsernments and the industry to submit to the Committee
information, observations, comments and reconaaéons based on thegatical expeaence to
be gained through the applica of the Interim Guidance;

4. AGREES to review and revise as necess#rgn appropriate time, the Interim Guidance
in the light of the practical experient®be gained through its application.
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ANNEX
INTERIM GUIDANCE ON
CONTROL AND COMPLIANCE MEASURES
TO ENHANCE MARITIME SECURITY

CHAPTER 1

INTRODUCTION
PURPOSE

1.1  This document is intended to provideslmaguidance on the conduct of control and
compliance measures, in accordance with the pangsof regulation XI-2/9 of the International
Convention for the Safety of Life at Sea, 1974amended (hereinafter referred to as “SOLAS”),
in order to afford consistency. It is also thelgufahis document to assist in the recognition and
rectification of perceived deficiencies in theipd security plan, its security equipment, its
interface with the port facility, dihe ship’s personnel. The impact of such perceived deficiencies
on the ability of the ship to conform to isecurity plan and, where clear grounds exist for
suspecting that such deficiencies exist, to mle\guidance concerning tagplication of control

and compliance measures for ships in port and for ships intending to enter ports.

12 Nothing in this Guidancerejudices Contracting Governmte to SOLAS (hereinafter
referred to as “Contracting Governmentdm taking measures having a basis in, and consistent
with, international law to ensure the safety arusdy of persons, ships, port facilities and other
property in cases where the shafihough in compliace with SOLASchapter XI-2 and part A of
the International Ship and Port Facility Setgu Code (hereinafter referred to as the
“ISPS Code”), is still considered to presean unacceptable security risk (ISPS Code
paragraph B/4.34).

APPLICATION

13  This Guidancepplies to the exercise of controldaoompliance measures in respect of
ships that are required to compljtitvSOLAS chapter XI-2 and part A tie ISPS Code.

1.4  Contracting Governments should not give nfar®urable treatment to ships flying the
flag of a State which is not a Contractingywernment to SOLAS and not a Party to the 1988
SOLAS Protocdl Accordingly, the requirements &OLAS regulation %2/9, the guidance
provided in part B of the ISPS Code and tfsidance should be applied to those ships,
(paragraph B/4.45 of the ISPS Code).

INTRODUCTION TO SOLAS REGULATION XI-2/9
15 Under the provisions of SOLAS article | acldapter XI-2 and part A of the ISPS Code,

Contracting Governments aresponsible for promulgating lavesxd regulations and for taking
other steps which may be necessary to . AS chapter XI-2 and part A of the ISE®de

2 Protocol of 1988 relating to the International Convention for the Safety of Life at Sea, 1974.
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full and complete effect so as to ensure thainfithe point of view of security, a ship fully
complies with the applicable requirements.

16  SOLAS regulation XI-2/9 describes the aqohtand compliance measures applicable to
ships to which SOLAS chapter Xl&pplies. It is divided into three distinct sections: control of
ships already in port; control of ships intemgl to enter a port of another Contracting
Government; and additional provisions bggble to both situations (ISPS Code
paragraph B/4.29).

1.7  SOLAS regulation XI-2/9.1, on control ofigh in port, implements a system for the
control of ships while in the ppbof another Contracting Gorement where duly authorized
officers of that Contracting Govenent, have the right to go on board the ship to verify that the
required International Ship Security Certificat8SIC) or an Interim International Ship Security
Certificate (Interim ISSC) is iproper order. Then, if thereeaclear grounds tbelieve the ship
does not comply with the relevarggulations, control measureschuas additional inspections or
detention may be taken. This system corresptmdlse port State control inspections envisaged
in SOLAS regulation 1/19. SOL3 regulation XI-2/9.1 builds onélse provisions and allows for
additional measures (including expuan of a ship from a port to be taken as a control measure)
when duly authorized officers Y@ clear grounds for believingaha ship is in non-compliance
with the requirements of @S chapter XI-2 or part A of the ISPS Code. SOLAS
regulation XI-2/9.3 describes the safeguards that profaotand proportionate implementation
of these additional measures (ISPS Code paragraph B/4.30).

1.8  SOLAS regulation XI-2/9.2 applies contnmleasures to ensum@mpliance for ships
intending to enter a port of amar Contracting Government androduces an entirely different
concept of control within SOL8 chapter XI-2, applying to setty only, available to a port
State. Under this regulation measures maynigdemented prior tahe ship entering parto
better ensure security. JustiasSOLAS regulationXl-2/9.1, this additionkacontrol system is
based on the concept of clear grounds fotiebmg the ship does not comply with
SOLAS chapter XI-2 or partA of ¢ ISPS Code, and includes safeguards in
SOLAS regulation XI-2/9.2.2 andXl-2/9.2.5 as well as inSOLAS regulation XI-2/9.3
(ISPS Code paragraph31).

1.9  The international law implicatms of SOLAS regulation XI-2/@re particularly relevant,
and the regulation should be implementeithwSOLAS regulation %2/2.4 in mind, as the
potential exists for situations where either measwvill be taken whickall outside the scope of
SOLAS chapter XI-2, or where righof affected ships, outsid®LAS chapter XI-2, should be
considered. Thus, SOLAS regulation XI-2/9edonot prejudice the Contracting Government
from taking measures having a basisand consistent with, intertianal law to ensure the safety
or security of persons, ships,rpéacilities and otheproperty in cases vene the ship, although
in compliance with SOLAS chapter XI-2 and pé&rtof the ISPS Code, istill considered to
present a security risk (ISPS Code paragragh3a).

1.10 The establishment ofear grounds for the application odntrol measures based not

only on the ship itself but also on interactions witbrt facilities or with other ships. A ship
otherwise compliant with SOLAS abter XI-2 and part A of thi(SPS Code may be subject to
appropriate control measures ifathship had interactions with reon-compliant porfacility or

ship. In deciding whether to pose control measures in sucaises, consideration should be
given to any special or additional security measures the ship implemented and maintained during
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the interaction with the non-compfhiaport facility or ship to nmimize the risk of a security
incident (ISPS Code paragrapiB3.6).

1.11 It is also possible that, at any timdjatde information may be received concerning a
ship in port which establishedear grounds and results control measures been immediately
applied to the ship without undaking an inspection of the ship.

1.12 It should be noted that many of the provisioingart A of the ISPS Code require that the
guidance given in part B of the ISPS Coddedl recommendatory, be taken into account. It
should also be noted that part B of the ISPS G®deprocess that all parties concerned need to
go through in order to comply with paktof the ISPS CodeFor example, sectioA/9.4 of the
ISPS Code requires that in order for an 1IS8Me issued, paragraphs B/8.1 to B/13.8 of the
ISPS Code need to have beaken into account (MSC/Circ.1097).

1.13 When a Contracting Government imposa®ol measures on aiphthe Administration
should, without delay, be contadtavith sufficient information to enable the Administration to
fully liaise with the Catracting Government (ISPS Code paragraph B/4.35).

1.14 This Guidance addresses the followingeatpof the control and compliance measures:

training and qualification afuly authorized officers;

ships intending to enter a portasfother Contracting Government;
control of ships in port;

more detailed inspection where clear grounds exist;
safeguards; and

reporting.

ouhbhwipkr

DEFINITIONS
1.15 For the purpose of this Guidance:
A Chapter means a chapter of the Convention;

2 Clear grounds that the ship is not in compliance means evidence or reliable
information that the security system aantly associated security equipment of the
ship does not correspond wite requirements of SOLA&apter XI-2 or part A
of the ISPS Code, taking into accouhie guidance given in part B of the
ISPS Code. Such evidence or relialdormation may arise from the duly
authorized officer's professional judgent or observations gained while
verifying the ship’s International Ship Seity Certificate or Interim International
Ship Security Certificate issued in accordance with part A of the ISPS Code or
from other sources. Even if a valid tfcate is on board the ship, the duly
authorized officers may still have clear groufmisbelieving thathe ship is not in
compliance based on their professional judgment (ISPS Code paragraph B/4.32);

3 Convention means the International Convention floe Safety of Life at Sea, 1974
as amended;
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4 Duly authorized officer means an official of th€ontracting Government duly
authorized by that Government to caoyt control and compliance measures in
accordance with the provision$ SOLAS regulation XI-2/9;

5 ISPS Code means the International Ship and Heatility Security (ISPS) Code as
defined in regulation XI-2/1.1.12;

.6 Organization means the International Maritime Organization;
v Regulation means a regulation of the Convention.

1.16 Terms not otherwise defined in this pslrall have the same meaning as the meaning
attributed to them in chapters | aktt2 and in part A of the ISPS Code.

RELATED MATERIAL
1.17 The Organization has adopted various perfoc@atandards, guidelines, directives and

interpretations relating to chapt¥l-2 and the ISPS Code whicre listed in Appendix 1 and it
is recommended that duly authorized officers familiarize themselves with their contents.
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CHAPTER 2

QUALIFICATIONS AND TRAINING OF
DuLYy AUTHORIZED OFFICERS

21 Duly authorized officers are appointed bZ@ntracting Government to exercise control
and compliance measures under thtev@ions of regulation XI-2/9.

2.2 It is certain that the pfessional backgrounds of duly tharized officers will vary.
However, duly authorized officers need tov@aappropriate knowledge of the provisions of
chapter XI-2 and of the ISPS Code, of shipboaperations and need to be appropriately
qualified and trained to the levelgwired by the functions that theye authorized to carry out.

2.3 Duly authorized officers should also bdeatb communicate withhe master, the ship
security officer and other offers on the ship in English.

2.4  Duly authorized officers should receive aygrate training to ensure proficiency in
safety procedures when boardiogon board a ship, particularfyat sea, including emergency
evacuation procedures and procedures for entering enclosed spaces.

2.5 Duly authorized officers when on board a stipuld comply with te security measures
and procedures in place on the ship unless sueasures are incompatible with the specific
control measures or steps.

2.6 Duly authorized officers should refrain frattempting to breach the security of a ship.

2.7 Duly authorized officers should carry, gmeésent when boarding a ship, a photographic
identification document indicating their authoripati Procedures shoulge in place to allow
verification of the identity of those who halleen appointed as duly authorized officers.

2.8 Duly authorized officers should periodicallywdergo training in order to update their
knowledge. Training seminars or courses should hkwigh such frequency so as to ensure the
update of their knowledge with respect to legmtruments related toontrol and compliance
measures to enhance maritime security.

2.9 Duly authorized officers may be assist@tlen appropriate, by penss with specialized

expertise appointed by the Comiag Governments. Such pers should recees appropriate
training, as outlined above.
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CHAPTER 3

SHIPS INTENDING TO ENTER A PORT
OF ANOTHER CONTRACTING GOVERNMENT

I NFORMATION TO BE PROVIDED BY SHIPS PRIOR TO ENTRY INTO PORT

3.1  The Contracting Government may, in ensudagipliance with chapteXl-2, require that
ships intending to enter its ports provide thllowing information(regulation X-2/9.2.1):

A confirmation that the ship possesaeslid ISSC or a valid Interim ISS&hd the
name of its issuing authorityregulation XI-2/9.2.1.1);

2 the security level at whicthe ship is currently op&ting (regulation XI 2/9.2.1.2);

3 the security level at which the ship operated in the previodsctdis at port
facilities (regulation XI1-2/9.2.1.3);

4 any special or additional security measuthat were taken by the ship in any
previous port where it has conducted g#dort interface whin the timeframe
specified paragraph 3.1.3 above (regulation XI-2/9.2.1B9r example, a ship
may provide, or be requested to providdgprmation, that might be recorded in
the ship’s log book oin another documersuch as the ship security log book
related to:

A measures taken while visiting a port facility located in the territory of a
State which is not a Camicting Government, espially those measures
that would normally have been provideg port facilities located in the
territories of Contracting Govements (ISPS Code paragraphtB7.1);
and

2 any Declarations of Security that wemetered into with port facilities or
other ships (ISPS Code paragraph.B7.2);

5 confirmation that appropriate ship setyuprocedures were maintained during
any ship-to-ship activity during the periodvered by its previous ten calls at port
facilities (regulation XI-2/9.2.1.5). For example, a ship may provide, or be
requested to provide, information related to:

3 Issuing authority means the Administration, the recognized security organization who acting on behalf of
the Administration, or the Contracting Government who at the request of the Administration, has issued the
certificate.

4 The Maritime Safety Committee, at its sevenphéi session, agreed th#te requirements under

regulation XI-2/9.2.1.3 to .5 to keep records of madls at port facilities and ship-to-ship activities should
commence on 1 July 2004 and only apply to calls made, or activities undertaken, on or after that date
(MSC/Circ.1111).

° Industry practices recommend tiitip Security Officers maintainship’s security log book whereiigter
alia, security incidents, ship-to-ship activities and ohetinent security related information is recorded.
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A measures taken while engaged in a ship-to-ship activity with a ship flying
the flag of a State which is not a@racting Government, especially those
measures that would normally haveen provided by ships flying the flag
of Contracting Governmen{sSPS Code paragraph B/4.38.1);

2 measures taken while engaged in a ship-to-ship activity with a ship flying
the flag of a Contracting Governmdmit not required to comply with the
provisions of chapter XI-2 and partd the ISPS Code, such as a copy of
any security certificate issued tthat ship under other provisions
(ISPS Code paragraph B/4.38.2); and

3 in the event that persons or goodscued at sea aom board, all known
information about such persons gwods, including their identities when
known and the results of any checks run on behalf of the ship to establish
the security status of those rescuedis ot the intention of chapter XI-2
or part A of the ISPS Code to delay prevent the delivery of those in
distress at sea to a place of safetyis lihe sole intention of chapter XI-2
and part A of the ISPS Code to prdwi States with enough appropriate
information to maintain  their security integty (ISPS Code
paragraph B/4.38.3);

.6 other practical security leded information (but not details of the ship security
plan) (regulation XI-2/9.2.1.6)For example, a ship may provide, or be requested
to provide, information related to:

A information contained in the Cimuous Synopsis Reob (CSR) (ISPS
Code paragraph B/4.39.1);

2 location of the ship at the timéhe report is made (ISPS Code
paragraph B/4.39.2);

3 expected time of arrival ofthe ship in port (ISPS Code
paragraph B/4.39.3);

4 crew list (ISPS Code paragraph B/4.39.4);

5 general description of cargo aboard the ‘shiiSPS Code
paragraph B/4.39.5);

.6 passenger I(5{ISPS Code paragraph B/4.39.6);

v information regarding who is resmile for appointing the members of
the crew or other perssrturrently employed or engaged on board the ship
in any capacity on the business ddttship (ISPS Code paragraph B/4.39.7
and regulation XI-2/5);

e IMO Crew List — IMO FAL Form 5
! IMO Cargo Declaration — IMO FAL Form 2
8 IMO Passenger List — IMO FAL Form 6
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.8 information regarding who is resple for deciding t employment of
the ship (ISPS Code paragrapBA.7 and regulation XI-2/5); and

9 in cases where the shigpemployed under the tesnof charter party(ies),
who are the parties to such charter party(ies). (ISPS Code
paragraph B/4.39.7 and regulation XI-2/5).

ASSESSMENT OF INFORMATION RELATED TO SHIPS PRIOR TO ENTRY INTO PORT

3.2 Every ship to which chapteXl-2 applies intending toenter the port of another
Contracting Government shall provide the mfation described in regulation XI-2/9.2.1 on the
request of a duly authorized officer of that Goweent. The master malecline to provide such
information on the understanding that failuredim so may result in denial of entry into port
(regulation XI-2/9.2.2). Irthe event that thentry of a ship into poiis denied, the Contracting
Government shall forthwith inform in writing thRedministration specifyinghat the entry of the
ship into port has been denied and the reamreof. The Contracting Government shall also
notify the recognized security ganization, which issued the tiicate relating to the ship
concerned and the Organiiet (regulation XI-2/9.3.1).

3.3 If the assessment of the available inforaratielated to the ship does not establish clear
grounds for believing that the shigin non-compliance ith the requirementsf chapter XI-2 or
part A of the ISPS Code, the Contracting Gomeent may allow thehip to enter port.

CLEAR GROUNDS ESTABLISHED FROM THAT ASSESSMENT

3.4 If the assessment of the available infation relating to the $b establishes clear
grounds for believing that the shigin non-compliance ith the requirementsf chapter XI-2 or
part A of the ISPS Code, the Contracting Gowsgnt shall attempt to establish communication
with and between the ship and the Administratiod/or the recognized security organization in
order to rectify the non-corlipnce (regulation XI-2/9.2.4).

3.5 If communication under paragraph 3.4 abovesdu& result in rectification, or if the
Contracting Government has clear grounds milse for believing that the ship is in
non-compliance with the requiremts of chapter XI-2 or pa A of the ISPS Code, the
Contracting Government may:

A allow the ship entry into pokhowing that cleagrounds exist;

2 require the ship to proceed to a location specified in the territorial sea or internal
waters of that Contracting Gawvenent (regulation XI-2/9.2.5.2);

3 inspect the ship in its taorial waters (reglation XI-2/9.2.5.3), por to entry into
port;

4 deny the ship entry infwort (regulation XI-2/9.2.5.4).

3.5.1 Paragraphs 3.8 to 3.8.4.1 below outline the action which may be taken when clear
grounds exist.
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3.6 Prior to initiating any such steps, tlsip shall be inforred by the Contracting
Government of its intentionsUpon this information the mastemay withdraw tle intention to
enter that port. In such casehis regulation XI-2/9 shatiot apply (regudtion XI-2/9.2.5).

EXAMPLES OF CLEAR GROUNDS

3.7 Examples of possible clear grounds which magidiermined prior to a ship entering port

include:

i

evidence or reliable information thatrises deficiencies exist in the security
equipment, documentation or arrangemeatgiired by chapter XI-2 and part A of
the ISPS Code (ISPS Code paragraph B/4.33.2);

a report or complaint which, in the peeional judgment of the duly authorized
officer, contains reliable information edrly indicating thatthe ship does not
comply with the requirements of chapter XI-2 or part A of the ISPS Code (ISPS
Code paragraph B/4.33.3);

evidence or reliable information that the ship has embaskesbns, or loaded
stores or goods at a port facility or from another ship where either the port facility
or the other ship is in glation of chapter XI-2 or part A of the ISPS Code, and
the ship in question has not completedDeclaration of Security, nor taken
appropriate, special ordditional security measuresr has not maintained
appropriate ship security pratgres (ISPS Code paragraph B/4.33.6);

evidence or reliable information that the ship has embaskesbns,or loaded
stores or goods at a port facility or from another source (e.g., another ship or
helicopter transfer) where either the portlfgcor the other surce is not required

to comply with chapter XI-2 or paA of the ISPS Code, and the ship has not
taken appropriate, special or additiosakurity measures dras not maintained
appropriate security procedur@SPS Code paragraph B/4.33.7);

if the ship holds a subsequent, consegelitiissued Interim International Ship
Security Certificate as dedged in section A/19.4 of thISPS Code, and if, in the
professional judgment of a quauthorized officer, one dhe purposes of the ship
or a Company in requesting suctcertificate is to avoid full compliance with
chapter XI-2 and part A of th&PS Code beyond the periotithe initial interim
certificate as described in section A/19.H# the ISPS Code (ISPS Code
paragraph B/4.33.8);

a ship’s failure to provide the information requested.
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ACTIONS TO BE TAKEN WHEN CLEAR GROUNDS EXIST

3.8  When clear grounds exist, a Contracting Gavent may take action as described in
paragraphs 3.81tb 3.8.4.1below.

3.8.1 Allow ship into port knowing clear grounds exist
(paragraph 3.5.1 of this Guidance)

3.8.1.1 The Contracting Government may allowe tehip to enter port. In such cases,

regulation X1-2/9.1.3 requires the Contractingpv@rnment to impose one or more control
measures. These include:

i inspection of the ship;

N

delaying the ship;
3 detention of the ship;
4 restrictions of operations incluj movement within the port; and/or

5 additional or alternative lessemaidistrative or corrective measures.

3.8.1.2 Inspection of a ship may be conducte@ddoordance with the procedures for a more
detailed inspection, as describiacchapter 5 of this Guidance.

3.8.1.3 Ultimately the ship could be expelled frgort. Expulsion from port shall only be
imposed where the duly authorized officer(s) helear grounds that the ship poses an immediate
threat to the security or safety of personspbships or other property and there are no other
appropriate means for removing thilateat (regulation XI-2/9.3.3).

3.8.2 Require that the ship proceed to specified location
(paragraph 3.5.2 of this Guidance)

3.8.2.1 The Contracting Government may also meqtihat the ship proceed to a location
specified in the territorial sea or internal wateirshe Contracting Governmein order to enable
the inspection of the ship.

3.8.2.2 Inspection of a ship may be conducte@adnordance with the procedures for a more
detailed inspection, as descriliacchapter 5 of this Guidance.

3.8.2.3 Ultimately the ship could be denied entry into port.

3.8.3 Inspect vessel prior to entry into port
(paragraph 3.5.3 of this Guidance)

3.8.3.1 The decision to inspect a ship outside port may depend on assessment of the security
threat posed by that ship.
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3.8.3.2 Inspection of a ship prior to entry intotpon the basis of the assessed security threat,
may be conducted in accordance with the proadfor a more detailed inspection, as described
in chapter 5 of this Guidance.

3.8.3.3 Ultimately the ship could be denied entry into port.

3.8.4 Deny the entry of the ship into port
(paragraph 3.5.4 of this Guidance)

3.8.4.1 Denial of entry into port shalhly be imposed when the duly authorized officen@ye
clear grounds to believe that the ship posesnanediate threat to theecurity or safety of
persons, ships or other propednd there are no other appriape means for removing that
threat.
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CHAPTER 4

CONTROL OF SHIPS IN PORT

GENERAL

4.1 Regulation XI-2/9.1.1 provides thatery ship to which chaptei-2 applies issubject to
control when in a port of antmér Contracting Government by giduthorised officers, who may
be the same as those carrying the functions of regation 1/19. Such coml shall be limited
to verifying that there is onboaedvalid International Ship SectyiCertificate (ISSC) or a valid
Interim International Ships Seaty Certificate (Inteim ISSC) issued under the provisions of
part A of the ISPS Code, which if valid $hbe accepted, unless tieeare clear grounds for
believing that the ship is not in compliance with tlkquirements of chapter XI-2 or part A of the
ISPS Code.

4.2  Therefore, in cases where no clear grounds d@ableshed before the ship enters port, the
ship may stillbe subject to control under the provisiasfsregulation XI-2/9.1.1. This may be
carried out in conjunction with the port Statentrol inspections condtexd under the provisions
of regulation 1/19 and of resdlon A.787(19) entitled Procedurdser Port State Control, as
amended by resolution A.881(21) entitled Amendmeémtbe Procedures for Port State Control.

GENERAL SECURITY ASPECTS

4.3  When visiting a ship for the purposes @uiation XI-2/9.1.1, the duly authorized officer
may, in order to observe and gairgeneral impression of the oak security arrangements of
the ship, consider the following aspects:

A while approaching and boarding the st moving around thehip take note of
the specific security aspeasscribed in paragraphs 4.4ad14.4.12 below, taking
into account the security leyebr levels, the ship and the port facility are
operating atDuly authorized officers should gnkonsider those aspects which
arise during the course ofeiin normal business on board;

2 check that the ISSC or the Interim ISS®n board, valid and has been issued by
the Administration, a regnized security organidah authorized by itor by
another Contracting Governmentla¢ request of the Administration;

3 check that the security level at which the ship is operaiagleast that set by the
Contracting Government for the péactility (regulation XI-2/4.3);

4 identifying the ship security officer;
5 when checking other documentation, &sk evidence that security drills have

been carried out at appropriate intesvand seek information on any exercise
involving the ship;
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.6 check the records of the last Yamalls at port facilitis (regulation XI-2/9.2.1),
including the records oény ship-to-ship activities that took place during this
period, which should include for each case:

A the security level athich the ship operatddegulation XI1-2/9.2.1.3);
2 any special or additional security measures that were taken
(regulation XI-2/9.2.1.4); and
3 that appropriate  ship  security measures were maintained
regulation X1-2/9.2.1.5), including th®eclaration of Security, where
issued;
v assess whether key members of the’shsecurity personnel are able to

communicate effectively with each othmar security-related matters.

SPECIFIC SECURITY ASPECTS

4.4  The specific security aspetitged in paragraphs 4.4.1 to 4.2.below are not intended to
be used as a checklist. Consatam of any of these aspectsimended to enable the duly
authorized officer to decide wther clear grounds exisHowever, duly allnorized officers are
expected to exercise their professional judgmaking into account the security level, or levels,
the ship and the port facility are operating at and is not limited by the specific security aspects
listed below. Non-compliance with one or moreticalar aspect may not necessarily constitute
a failure to comply with the mandatory requirenseoit chapter XI-2 or part A of the ISPS Code.

Access to the ship when in port

4.4.1 For ships at security levElconsiderations may include:

A Is there some form of control exercised by the ship on its access points?
(ISPS Code section A/7.2.2).

2 Is it noticeable that the identity ofl gersons seeking to board the ship is
checked? (ISPS Code paragraph B/9.14.1).

4.4.2 Additionally for passenger ships at securitelel, if these aspects are observable when
boarding the ship, considerations may include:

A In liaison with the portatcility, have designated secuageas been established for
searching? (ISPS Code paragraph B/9.14.2).

2 Are checked persons and their persoeffects segregated from unchecked
persons and their effect{PSPS Code paragraph B/9.14.4).

o The Maritime Safety Committee, at its sevenphéi session, agreed th#te requirements under
regulation XI-2/9.2.1.3 to .5 to keep records of madls at port facilities and ship-to-ship activities should

commence on 1 July 2004 and only apply to calls made, or activities undertaken, on or after that date

(MSC/Circ.1111).
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Are embarking passengers segregated from disembarking passengers?

(ISPS Code paragraph B/9.14.5).

Has access been secured to unattendests@mdjoining areas to which passengers
and visitors have acces¢BSPS Code paragraph B/9.14.7).

considerations may include:

i

2

Has the number of access points been limited? (ISPS Code paragraph B/9.16.2).

Have steps been taken to deter veidle access to the ship, which may be
implemented in conjunction with the port facility? (ISPS Code
paragraph B/9.16.3).

Has a restricted area on the shore-sidbefhip been established, which may be
implemented in conjunction with the port facility? (ISPS Code
paragraph B/9.16.4).

Are visitors escorted on the sRigISPS Code paragraph B/9.16.6).

Have full or partial searches ofethship been carried out? (ISPS Code
paragraph B/9.16.8).

Have any additional security biilgs been carried out? (ISPS Code
paragraph B/9.16.7).

Access to restricted areas

4.4.4 For ships at security level it,the following aspects are observable while on board,
considerations may include:

i

2

Are restricted areas markedISPS Code paragraph B/9.20).

Are the bridge and engine room capaifleeing locked or secured? (ISPS Code
paragraph B/9.21.1).

Are the bridge and engine room lockadis access otherwise controlled (e.g. by
being manned or using surveillance equapitnto monitor the areas)? (ISPS Code
paragraph B/9.22.2).

Are doors to restricted areas locked (e.g. steering gear, machinery spaces, air

conditioning plants, et)? (ISPS Code pageaphs B/9.21.1 to B/9.21.9).

4.4.5 Additionally for passenger ships at securitgel®, have restricted areas been established
adjacent to access pointsarder to avoid a largeumber of persons congigg in those areas?
(ISPS Code paragraph B/9.23.1).

I\CIRC\MSC\1111.doc



MSC/Circ.1111

ANNEX 2

Page 16

Monitoring the security of the ship

4.4.6 For ships at securityvid 1, if the following aspect® are observable while on board,
considerations may include:

A Are deck watches in place during yousitvior is surveillance equipment being
used to monitor the ship@SPS Code paragraph B/9.42.2).

2 Can the ship monitor both landwaehd seaward approaches? (ISPS Code
paragraphs B/9.42.2, B/9.46.1, and B/9.46.2).

4.4.7 For ships at security leve] if the following aspects are observable while on board,
considerations may include:

A If surveillance equipment is being used iseing monitored afrequent intervals?
(ISPS Code paragraph B/9.47.2).

2 Have additional personnel been dedicateduard and patrol restricted areas in
place? (ISPS Code paragraph B/9.47.3).

Delivery of ship’s stores

4.4.8 For ships at securityvidd 1, if the following aspect$ are observable while on board,
considerations may include:

A Are ship’s stores being checked beformfdoaded for signs that they have been
tampered or interfered with (ISPS Code paragraph B/9.33.3).

2 Are checks made to ensure stores match the order prior to being loaded?
(ISPS Code paragraph B/9.35.1).

3 Are stores securely stored oheaded? (ISPS Code paragraph B/9.35.2).
Handling of cargo
4.4.9 Checking of cargo by the ship may be undertaken by:

A visual and physical examination; and

2 using scanning/detection equipment, mechanical devices, or dogs;
bearing in mind that arrangements may haeen made for checking and sealing of cargjoore.

4.4.10 For cargo ships, including @arriers, ro-ro and passenger shgh security level 1, if the
following aspect are observable while on boarconsiderations may include:

10
11
12
13

Having regard to the securityeasures in place at the port facility.
Having regard to the securityeasures in place at the port facility.
Having regard to the securityeasures in place at the port facility.
Having regard to the security responsibilities of the port facility.
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Is cargo and are cargo tsgort units and cargo spaces being checked prior to, and
during, cargo handling operatichgISPS Code paragraph B/9.27.1).

Is cargo being checked agdinsits documentation? (ISPS Code
paragraph B/9.27.2).

Are vehicles subject to search ptieloading? (ISPS Code paragraph B/9.27.3).

Are seals, and other anti-tamperingethods, being checked? (ISPS Code
paragraph B/9.27.4).

4.4.11 For cargo ships, including car carriers, rasrd passenger ships at security level 2, if the
following aspect¥' are observable while on boarconsiderations may include:

i

Is detailed checking of cargo, cargransport units and cargo spaces being
undertaken? (ISPS Code paragraph B/9.30.1).

Are detailed checks taking place to ensamby intended cargcs being loaded?
(ISPS Code paragraph B/9.30.2).

Are vehicles being searched more intensively prior to loading? (ISPS Code
paragraph B/9.30.3).

Are there frequent and detailed chegkseals and other asiampering methods?
(ISPS Code paragraph®B30.4).

Handling of unaccompanied baggage

4.4.12 Unaccompanied baggage may be screened and/or searched by either the ship or the por

facility. The following considerains apply if the screening/seaing is being undertaken by the

ship:

At security level 1if observable while on boar@s unaccompanied baggage being
screened and/or searchef@@PS Code paragraph B/9.39).

At security level 2, ibbservable while on board, &l unaccompanied baggage
being screened and/or searchedSPS Code paragraph B/9.40).

ESTABLISHMENT OF CLEAR GROUNDS

4.5 Examples of possible clear grounds under egguis XI-2/9.1 and XI-2/9.2 may include,
when relevant:

A evidence from a review of the ISSC or the Interim ISSC that it is not valid or it
has expiredISPS Code paragraph B/4.33.1);
14 Having regard to the security responsibilities of the port facility.
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2

evidence or reliable information thatrises deficiencies exist in the security
equipment, documentation or arrangemeatgiired by chapter XI-2 and part A of
the ISPS Code (ISPS Code paragraph B/4.33.2);

a report or complaint which, in the peesional judgment of the duly authorized
officer, contains reliable information edrly indicating thatthe ship does not

comply with the requirements of chliap XI-2 or part A of the ISPS Code
(ISPS Code paragraph B/4.33.3);

evidence or observation gained by aydalithorized officer using professional
judgment that the master or ship’s personnel are not familiar with essential
shipboard security procedures or cannotycaut drills relatedo the security of

the ship or that such predures or drills have nditeen carried out (ISPS Code
paragraph B/4.33.4);

evidence or observation gained by theydadthorized officer using professional
judgment that key members of the ship’sso@nel are not able establish proper
communication with any other key membesf ship’s personthewith security
responsibilities on board the sHi®PS Code paragraph B/4.33.5);

evidence or reliable information that the ship has embaskesbns, or loaded
stores or goods at a port facility or from another ship where either the port facility
or the other ship is in glation of chapter XI-2 or part A of the ISPS Code, and
the ship in question has not completedDeclaration of Security, nor taken
appropriate, special ordditional security measuresr has not maintained
appropriate ship security prat@es (ISPS Code paragraph B/4.33.6);

evidence or reliable information that the ship has embaskesbns,or loaded
stores or goods at a port facility or from another source (e.g., another ship or
helicopter transfer) where either the portlfgcor the other surce is not required

to comply with chapter XI-2 or paA of the ISPS Code, and the ship has not
taken appropriate, special or additiosakurity measures dras not maintained
appropriate security procedur@SPS Code paragraph B/4.33.7); and

if the ship holds a subsequent, consealjivssued Interim ISSC as described in
section A19.4 of the ISPS Code, and if, in thefessional judgment of an officer
duly authorized, one of the purposes @ #tip or a Company in requesting such
a certificate is to avoid full complianogith chapter XI-2 and part A of the
ISPS Code beyond the period of the iaitinterim ISSC as described in
section A/19.4.4 of the ISPS Code (ISPS Code paragraph B/4.33.8).

ACTION TO BE TAKEN WHEN CLEAR GROUNDS EXIST

4.6  When clear grounds exist, a more detaitexpection may beanducted in accordance
with the procedures for a modetailed inspection, as descridadchapter 5 of this Guidance.

4.7  When deciding on proportionate controkasures following an inspection the duly
authorized officer shouldonsider the degree to which the ship is able to:

i

maintain communication with the port facility;
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2 prevent unauthorized access toshg and its restricted areas; and
3 prevent the introduction of unautiz®d weapons, incendiary devices or

explosives to the ship.

4.8 The duly authorized officer shall discubke items indicating non-compliance with the
master and/or ship security officer, and endeat@e@nsure the rectification of all non-compliant
items. If the master or ship security officare unable to rectifghe non-compliance to the
satisfaction of the duly authaed officer, that officer may:

A delay the ship’s departure until the non-compliance nsctified
(regulation XI-2/9.1.3);

2 restrict ship operations until the non-cdiapce is rectified when the ship would
present an especially serious security hazard if it were to remain in its present
location or if it were to continue @@ operations, and the non-compliant items
can be rectified in another less hazardoasdition or location. Restriction of
ship operations may include directing thepsto an alternate location within the
port, modification or discontinuing of @@ operations, or expulsion of the ship
from port (regulation XI1-2/9.1.3); or

3 detain the ship until non-compliant iterma® rectified when the ship presents an
especially serioughreat to the security or safety @érsons, to the ship, or to other
property, and restriction of operationsinsufficient to rectify the non-compliant
items (regulation XI-2/9.1.3).

49  Such control measures may additionalty alternatively, include other lesser
administrative or corrective @asures (regulation XI-2/9.1.3).

4.10 Expulsion from port shall only be imposedentthere are clear grounds that the ship

poses an immediate threat to the security orntysafiepersons, or of s or other property, and
there are no other appropriate means forondng that threat (regulation XI-2/9.3.3).
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CHAPTER 5
M ORE DETAILED INSPECTION
WHERE CLEAR GROUNDS EXIST
GENERAL

5.1  When the duly authorized officer has cleaugds that the ship de@ot comply with the
provisions of chapter XI-2 and of part A of th®PS Code, or that the master or the ship’s
personnel is not familiar with essential shipltbaecurity measures and procedures, a more
detailed inspection as described paragraphs 5.2 to 5.6 belowgay be carried out. When
carrying out a more detailedspection, the duly authorized officer should notify the master
However, it should be noted that non-compliamath any topic referenced to part B of the
ISPS Code may not necessarily constitute a failuetoply with chapter XI-2 or part A of the
ISPS Code.

M ORE DETAILED INSPECTION
5.2 The more detailed inspection may include:

A Can the master provide documented evidence ofhenisresponsibilities
and authority, which must include Hisr overriding authdaly? (ISPS Code
section A6.1).

2 Has a ship security officer been dgsited and does thatdividual understand
his/her responsibilities und#ére ship security planiISPS Code section A/12.1).

3 Is the ship security plan the working languages of the ship? If the plan is not in
English, French or Spanish, is the version translated into one of those languages?
(ISPS Code section A/9.4).

4 Does the ship’s personnel have the capglbd monitor the sip (including cargo
areas), restricted areas on board, anehs surrounding the ship? (ISPS Code
paragraph B/9.42).

5 Are members of the ship’s personnel satisfactorily performing all ship security
duties, and are they aware of secudgmmunication procedures? (ISPS Code
sections A/7.2.1 and A/7.2.7).

.6 Is access to the ship controlled, utihg the embarkation of persons and their
effects? (ISPS section A/7.2.2 and A/7.2/%F there means to identify those
persons allowed access to the 8higSPS Code paragraph B/9.11).

v Does the ship’s personnel have theatéfy to supervise the handling of cargo
and ship’s stores? (ISPS Code section A/7.2.6).

.8 Can the ship’s officers identify ah ship security ficer? (ISPS Code
section A/9.4.13).
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Can the ship’s officersdentify the company sedty officer? (ISPS Code
section A/9.4.14).

Has the ship maintained records @firing, drills and exercises? (ISPS Code
section A/10.1.1).

Has the ship maintained records sécurity level changes? (ISPS Code
section A/10.1.4).

If a security drill has been witnessatk members of the ship’s personnel familiar
with their duties and the pper use of ship’s security equipment? The duly
authorized officer should consult with tieaster and ship security officer as to
the proper type and location of drillskiag into account the ship type, ship
personnel changes, and port fidieis to be visited. SucHrills should, as far as
practicable, be condudes if there was aactual security ttleat and may include
(ISPS Code section A/13.4 apdragraphs B/13.5 and B/13.6):

A1 the response to a secutityeat or security incident;

2 the response to a chartgeship security level;

3 detection of unauthorized asseincluding stowaways; and

4 other incidents appropriate to thature of identified clear grounds of

non-compliance.

Are key members of the ship’s personaigle to communicate with each other,
port facilities and the congmy security officer? (ISPS Code paragraph B/9.2.3).

Is the ship capable ofgeiving notices from Contracting Governments on changes
in security levels? (Regations XI-2/3 and XI-2/7).

Have assurances been received that the ship is capable of initiating
and transmitting a ship-tehore security alertPRegulation XI-2/6).

Has the ship security officer beeppeopriately trained, and does he/she have
adequate knowledge of the ship secuplsin and procedures, the ship’s layout,
and the operation of ship security equipment and systems? (ISPS Code
section A/13.2 and paragraphs B/13.1 and B/13.2).

Have those members of the shipboamgnel with specific security duties and
responsibilities sufficient knodge and ability to pesfm their assigned duties?
Do they understand their responsibilities $bip security as described in the ship
security plan? (ISPS Codection A/13.3 and paragraph B/13.3).

Through direct observation, @y security equipment installed aboard the ship,
such as motion detectors, surveillance systems, scanning equipment, lighting and
alarms functioning properly?
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INSPECTION OF SHIP SECURITY PLAN

5.3  Where the only means to verify or rectifie non-compliance is teeview the relevant
requirements of the ship security plan, limited access to specific sections of the plan relating to
the non-compliance is exceptially allowed. Requests for accesspecific sectins of the plan
should include details of the non-compliante be verified or rectified (ISPS Code
sections A/9.8 and A/9.8.1).

5.4  The following sections of the ship saturplan can only beinspected by a duly
authorized officer with the consent of the Cantmg Government whose flag the ship is entitled
to fly or of the master of thship (ISPS Code section A/9.8.1):

Provisions of Plan which may be inspeetd with consent of the Contracting
Government whose flag the ship is entitled to fly
or of the master of the ship
- ISPS Code
Provisions of Plan
Reference
Prevention of introduction afon-authorized articles A/9.4.1
Prevention of unauthorized access to the ship A/9.4.3
Evacuation of the ship A/9.4.6
Auditing security activities A/9.4.8
Training, drills and exercises A/9.4.9
Interfacing with port facity securityactivities A/9.4.10
Review of ship security plan A/9.4.11
Reporting security incidents A/9.4.12
Identification of the ship security officer A/9.4.13
Identification of the company security officer A/9.4.14
Frequency of testing or caliliran of security equipment A/9.4.16
Security of Ship Security Plan A/9.6
Security activities not covered by ISPS code B/9.51

55 The following provisions of the ship sedtyriplan are consided as confidential

information and cannot be subject to inspectigna duly authorized fficer unless otherwise

agreed with the Contracting Government whdlsg the ship is entitled to fly (ISPS Code
section A/9.8.1):

Provisions of Plan which may be inspected ONLY withhe consent of
Contracting Government whose flaghe ship is entitled to fly
- ISPS Code
Provisions of Plan
Reference

Restricted areas A/9.4.2
Responding to security threatshweaches of security, including A/9.4.4
frequency of inspection data
Responding to any security insttions at security level 3 A/9.4.5
Duties of those assigneecurity responsibilities A/9.4.7
Procedures for maintenance of security equipment A/9.4.15
Ship security alert system A/9.4.17 and .1

I\CIRC\MSC\1111.doc



MSC/Circ.1111
ANNEX 2
Page 23

5.6 The duly authorized officer shall conie discussions onhase items indicating
non-compliance with the mastendior ship security officerand endeavour to ensure the
rectification of allnon-compliant items.

CONTROL MEASURES

5.7  When there are clear grounds, as reflectgquamgraph 4.5, the duly authorized officer
may impose further control measuresatined in paragraphs 4.6 to 4.10.

5.8  Such control measures may additionally alternatively include other lesser
administrative or corrective @asures (regulation XI-2/9.1.3).
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CHAPTER 6
SAFEGUARDS
GENERAL

6.1 In exercising control and compliance measuthe duly authorized officer should ensure
that any control measures or steps imposegm@meortionate. Such measures or steps should be
reasonable and of the minimum severity andation necessary to rectify or mitigate the
non-compliance (ISPS Code paragraph B/4.43).

6.2  When duly authorized officers exercg®trol and compliance measures:

A all possible efforts shall be made vwia a ship being unduly detained or delayed.
If a ship is thereby unduly detained, delayed,it shall be entitled to
compensation for any loss or damagéfered (regulation XI-2/9.3.5); and

2 necessary access to or disembarkatiom fthe ship shall not be prevented for
emergency or humanitarian reasons and for security purposes
(regulation XI-2/9.3.5).

6.3  The control measures and the steps referredregulation XI-2/9and in this Guidance

shall only be imposed until the non-compliance giving rise to the control measures or steps has
been corrected to the satisfactiof the duly authorized officetaking into account actions
proposed by the ship or the Admimgtton, if any (regudtion XI-2/9.3.4).

UNRELIABLE SOURCES OF INFORMATION

6.4  Should control measures or steps initiated the basis of evidence or information
received from other sourceslfo establish non-compliance glContracting Government should
evaluate the use of such sources, the motivesetisources may have for providing misleading
information, and determine whether or not mfation received from these sources should
continue to be considered asliable’. In casesf clear abuse the dbtracting Government
should consider further action aimed at cunagilsimilar instances, pos$y co-ordinated with
the Administration or th ship, if appropriate.

I\CIRC\MSC\1111.doc



MSC/Circ.1111
ANNEX 2
Page 25

CHAPTER 7

REPORTING

REPORTS IN RESPECT OFCONTROL OF SHIPS IN PORT

7.1 Duly authorized officers should ensure tloat,the conclusion of an inspection of a ship
in port, the ship’s master or ship security offieprovided with a repodiving the results of the
inspection, details of any aeoti taken by the duly #worized officer, ad a list of any
non-compliances to be rectified thye master, ship security officer the company. Such reports
should be made in accordance with the forsedtout in Appendix {regulation XI-2/9.3.1).

7.2  When, in the exercise of control andnpbiance measures, a duly authorized officer
inspects, delays, restricts operations, detainsxpels a ship from poifter clear grounds for
non-compliance have been identifiede tontracting Government shall regoforthwith by the
most expeditious means in writing to the Admstration specifying whicleontrol measures have
been imposed or steps taken and reason®dher The Contracting Government shall also
provide copies of such report the recognized security orgaripa, which issues the ship’s
ISSC (or the Interim ISSC), andeti®rganization (regation XI-2/9.3.1).

7.3  When the ship is denied entry to, or dbgoefrom port, the Contracting Government
should notify the relevant authorities of thapsh next port of call, if known, and any other
appropriate coastal States. This notificatiomllsbe sent with the appropriate security and
confidentiality safeguasd(regulation XI-2/9.3.2).

REPORTS IN RESPECT OF SHIPS INTENDING TO ENTER PORT

7.4  When, in the exercise obmtrol and compliance measuresguly authorized officer has
clear grounds that a shipathintends to enter pois non-compliant with chapters XI-2 or part A
of the ISPS Code after receiving the informoatin paragraph 3.1 of this Guidance, the duly
authorized officer shall attempt to establ@mmunication with and between the ship and the
Administration to rectify th identified non-compliant ites (regulation XI-2/9.2.4).

7.5  When non-compliance is not rectified througls communication, shall notify the ship
of the intentions to take proportionate stdpsrectify those items. After receiving this
information, the master may withdraw Amer intention to enter thgort (regulation XI-2/9.2.5).

7.6  When, in the exercise obmtrol and compliance measuresiudy authorized officer takes
any of the proportionate steps in this Guidanoegctify non-compliance on a ship intending to
enter port, including denial oéntry, the Contracting Governmteshall forthwith inform in
writing the Administration specifying which controieasures have been imposed or steps taken
and reasons thereof. The Contracti®dgvernment shall provide copies okach report to the
recognized security organization, which issueel ship’s ISSC (or the Interim ISSC), and the
Organization (regulain XI-2/9.3.1).

Specific contact information is available on the ISPS Code database which has been established pursuant to
regulation XI-2/13 and is available on the IMO web-site.
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Resolution MSC.136(76)
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APPENDIX 1
RELATED MATERIAL
Performance standdod a ship security alert system

Adoption of the Revigeglformance standardsr a ship security
alert system

Early implementation of tepecial measures to enhance maritime
security

Guidance on provision of ship security alert systems

Directivegor Maritime Rescue Cordination Centres (MRCCs)
on acts of violence against ships

Interim Guidelines for ttauthorization of RSOs acting on behalf
of the Administration and/or Desigted Authority of a Contracting
Government

Guidelines for the implentation of SOLAS chapter XI-2 and the
ISPS Code

Implementation of SOISAchapter XI-2 and the ISPS Code

Implementation of SOLAS chepXI-2 and the ISPS Code to port
facilities

False security aleasd distress/seaty double alerts
Matters related to SOBAegulations XI-2/6 and XI-2/7

Guidance relating to theplamentation of SOLAS chapter XI-2
and the ISPS Code

Shore leave and accasships under the ISPS Code

Guidance to port State cohtifiicers on the non-security related
elements of the 2002 SOLAS amendments

Amendments tothe Principles on safe manning
(resolution A.890(21))

Amendments to the Gilildes for the onboard operational use of
shipborne automatic identification systems (AIS)
(resolution A.917(22))

Format and guidelinBs the maintenance of the Continuous
Synopsis Record (CSR)
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Infonation required from SOLAESontracting Governments under
the provisions of SOAS regulation XI-2/13

Infonation required from SOLASontracting Governments under
the provisions of SOLAS regulah XI-2/13.1.1 on communication

of a single national contact point

IMO/ILO Code of Practice on Security in Ports
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APPENDIX 2

REPORT OF THE IMPOSITION OF A CONTROL AND COMPLIANCE MEASURE IN
ACCORDANCE WITH INTERIM GUIDANCE ON CONTROL AND COMPLIANCE
MEASURES TO ENHANCE MARITIME SECURITY

(Resolution MSC.159(78))

(Reporting authority) Copy to: Master
(Address) Duly Authorized Officer administrative office
(Telephone & Fax) If control measures, other than lesser administrative

measures are takewlditional copies of this report
shall be provided to:

Administration N
Recognized security organization 0
IMO 0
Port State of ship next port call
(if denied entry or expelled) 0

1. Name of reporting authority: 2. Date of inspection:

3. Place of inspé¢ion:

4. Name of ship: 5. Flag of ship:

6. Type of ship: 7. Call sign:

8. IMO Number: 9. Gross tonnage:

10. Year build:

11. Recognized security organization:

12. Registered owner (from Continuous Synopsis Record (CSR)):

13. Registered bareboat charterer, if applicable (from CSR):

14. Company (from CSR):

15. ISSC issuing Authority: 16. Dates of issue/expiry:

17. Ship security level:
18. Reason(s) for non-compliance:

19. Action taken by Duly Authorized Officer:

20. Specific control measures taken (marks as follow: “xX” actions taken, “-“ no actions taken)

None 0

Lesser administrative measures

More detailed inspection

Ship departure delayed

Restricted Ship Operation
Cargo operation modified or stopped [
Ship directed to other location in port [

Ship detained 0

0

U

Ooo0Od

Ship denied entry into port
Ship expelled from port

21. Corrective action taken by ship or Company:

Issuing office; Duly Authorized Officer
Name:
Telephone/Fax: Signature:
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